NCID
User Guide

Version 1.9

Department of Information Technology
As of July 18, 2016




NCID

NCIDUser Guide

Document History

Version | Change Reference | Date Author

1.0 Initial draft release 9/16/10 Heather Ferrie
Update w/ commentgrom Brian, Bren& Team 9/22/10 HeatherFerrie
t 38 mnaY ! LIRIGS &C2 NE and incluedzhaw fodtrioi ¢ 10/25/10 Heather Ferrie
(#3)
w8Y20SR 45N} Fii¢ RSardylirzyo 10/29/10 Heather Ferrie
NOTE: This is an early version and is subject to change. Please regularly ch
NCIDTraining and Documentation web page to obtain the most current versi
https://www.ncid.its.state.nc.us/TrainingAndDocumentation.asp

1.1 Appendix B! LIR I (i $ RIsesiBsiiriist containB0 characters. The User ID | 11/22/10 Heather Ferrie
will now be truncated to 20 characters if it exceeds the maximum leégth.
{SOGA2Y HY wSYylFIYSR (2 4t NBOdzZNAy 3 |
S&L employees and B&l users.
Sectonl.1.y ! RRSR y2iGS$ NBIFNRAYy3 G(SEG {12210 Heather Ferrie
that your account will be removed from the system if you do not claim it (sety
gAUGKAY mn RF&&a 2F AdG o6SAy3 ONBI (SR

1.2 Section2.2.1: Update note on page22o reference that the user may need to | 12/14/10 Heather Ferrie
addncid.natifications@nc.goto their corporate or ISP's email allowed list.

1.3 {80GA2Y odoY wSylYSR a80GA2y (2 a4 12/16/10 | Heather Ferrie
LYFT2NXEFGA2Yyéd | LIRFGSR aSOlAazy AyidN
application assignment and administrative role assignments from this form. 4
includedtable to identify form canponents.
Section 2.2.1: Removed note on page 22 regarding adding 12/20/10 Heather Ferrie
ncid.notifications@nc.goto Sectim 2.2 on page 16. Also corrected email
address fromrmcid.notifations@its.nc.goto ncid.notifications@nc.gov

1.4 {80GA2Y HOHOMY | LIRFGSR &b Sscasel a4apg 0/26/11 | Heather Ferrie
sersitivity information.
{SOGA2Y odoY LyOftdzRSR RSTFAYyAGAZY ¥ 2/3/2011 Heather Ferrie
Section 3.4: Included new footnote 5 to reference that passwords for some s
employees, who have special privileges, might exp in 30 days.
Section 2.1.2: Included to note to reference password &swsitivity and 2/8/2011 Heather Ferrie
special character restriction.

15 wSY2@0SR abDé NBFSNByOSo 2/23/2011 | Heather Ferrie
Removed Appendix A: Differences b/n 7.x & NG

1.6 Section 1.1.1: Updated definition for Application Administrator. 4/12/11 Heather Ferrie
Section 1.1.2: Updated FigureilT ! RRSR abSSR | Sf LX
Self{f SNIBAOS CSI Gdz2NBaé¢ 062E®

17 Section 1.1.1: Removed reference that SD cannot uridéclcct 07/13/11 Heather Ferrie

1.8 Section 3.2: Insert note re: update password on mobile devices 07/26/11 Heather Ferrie

Page?2 of 45

Version1.9


https://www.ncid.its.state.nc.us/TrainingAndDocumentation.asp
mailto:ncid.notifications@nc.gov
mailto:ncid.notifications@nc.gov
mailto:ncid.notifations@its.nc.gov
mailto:ncid.notifications@nc.gov

NCID g\"!

NCIDUser Guide

1.9 Update for SSPR (S8lérvice Password Reset) registration and password scrf

07/18/16

Brent Roberts

Page3 of 45

Version1.9



NLQ,M))’ NCIDUser Guide

NCID

Tabl e of Content s

TADIE Of CONENTS....eiiiii it e e e e e e s e st e e e e e e s e aanb e e e e e e e e e s e annnbeeeeaeeens 4
F Y o To 10 1 1 g TS TV 1o = PRSPPI 6
Documentation OrganiZatioN............c.eeeeiiiiiee ittt ettt e e et e e e anbe e e e e anbeeeeeneee 6
T To | o= ol TSP R PSP 6
(Do To10 41T a1 e= 1 d[o) g IO oo L= L= PSRRI 6
FOrmatting CONVENTIONS ....ociiiiiiiiiieieeee e e sttt e e e e e s s e e e e e s s et e e e e e e e s santeaeeeeeeeessnsntnnnneeaaeeesanns 7

S =T od = L N\ o £ SRS 7

R [ o To (3Tt o T o HA PSR STU PR 8
1.1 NCID FUNAAMENTAIS ...ttt e ettt e e e e e s et e e e e e e e e s sennbnreeeeaaeeeaanns 8
111 USEI TYPES ittt ettt e e e e e e e e st e e e e e e 8
1.1.2  Accessing and LOGOING IN ...ttt 9
113 Login Screen Self-ServiCe FEAUIES .........coiiiiiiiiiiiiiee ettt 11
1.1.4  Getting Familiar with the INterface ..........ccocveiiiiii e 11

1.2 GettiNg Help oo, 12
1.3 LOQOING OUL ... 13

A o Yot U1 g1 oo =T AN o oo 11 ] o | A PP 14
2.1 State and Local Government EMPIOYEES ........ccovvvveviiiiiiiiiiiee e 14
2.1.1 Requesting an Account from Your Delegated Administrator ..............ccoeeeeeee e, 14
2.1.2 Setting UP YOUI NEW ACCOUNT......ccciiuiiiiiiiiiiee ittt 14

2.2 Individual and BUSINESS USEIS......cceiiiiiiiiiiiieee ettt e e e e e steeee e e e e e s s snnnteeeeeaee e s s annrneeeeaees 18
2.2.1  Self-Registering for @an ACCOUNL ........coiuiiiiiiiiiie e 18

3 MaNAGING YOUF ACCOUNT ......utiiieiiitiie ettt ettt ettt e ettt e e e ssb et e e e st et e e e aabe e e e e nnbneeeeaneee 25
31 Using fAForgot..Your. . .Us. el . ..[.DO .. 25
32 Using AForgot .Yo.ur..RPas.swo.r.dO ... 26
3.3 Viewing and Updating Your User Account Information .............cccccvvvvvevevninininininnnieininnnn. 31
3.4 Changing YOUI PASSWOIU .........uuuuuuuuuiuiiieiuieisueseisssusrnssrssnrsrsrsrsrsrsrsrsrerereee———. 34
3.5 Managing Your Challenge Questions and RESPONSES.........uuuuururrimimrminrninineninininrnnnnninn. 36
3.6 Viewing YOUr AQMNISTrAtOrS ... ..uuuuuuueiureueitirinieieiereinrnrernrnrererereere—————————————————————————. 39
3.7 REMOVING YOUF ACCOUNE ....utiiiieiiiiite ittt sttt ettt sttt e st e e e st e e e et e e e enbee e e e e 39
AppendiX A: NCID TerMINOIOGY . ....uueiiiiiiiiieiieeee ettt e et e et et e e aabbe e e s nanneeas 42
o = SRR 45

Page4 of 45 Version19



m. NCIDUser Guide
nop

This page was intentionally left blank

Page5 of 45 Version1.9



NLQ,M))’ NCIDUser Guide

NCID

About this Gui de

This guide is designed as a reference for state and local government employees, as well as
individual s and businessusers who useNCID Using this guide, the reader will become familiar
with NCIDfundamentals, and learn how to manage their account using various self -service tools.

Documentation Organization
This guide is organized into the following sections:

Section 1: Introduction includes an overview of the NCIDservice, and provides steps for
accessing and logging into NCID This section also describes the NCIDmain screen to familiarize
userswith how the interface organizes information and displays application features.

Section 2: Procuring an Account provides steps to help employees
request and setup their accounts. This section also demonstrates how
individuals, business users and local government employees (who do
not have a delegated administrator) can use the self -registration to
create their own NCID account.

Section 3: Managing Your Account instructs users how they can manage
their accounts using various self-service tools (i.e.: resetting password,
managing challenge questions).

Appendix A: Differences between NCID 7.X and NCID provides an
overview of the NCIDfeatures which distinguishes it from NCID 7.X.

Appendix B: NCIDTerminology provides a list of definitions to
commonly used terms.

Feedback

Please send your comments and suggestions about this guide to the DIT Senice Desk at
its.incidents@its.nc.gov .

Documentation Updates

For the most current version of the NCIDUser Guide please visit the NCIDTraining and
Documentation web page at:

https://www.ncid.its.state.nc.us/TrainingAndDocumentation.asp
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Formatting Conventions

The following formatting conventions are used throughout this guide to enable ease of use and
understanding:

1 Bold dltems that are to be clicked on such as buttons.
o Example: Click on the Start button.

1 Iltalics dValues that need to be typed in as shown.
o Examplee In the 0Opeomdéo field, type:

1 o Qu o todtens that are selected, but not clicked; f ield names.
o Exampleel n the OFil enafikdoe field, type:

1 [ltalics with Brackets ] dValues that need to be typed in, but will not always be the
same.

o Example:l n t he oOUser nameseriamdli el d, type:
Note: [ username] will be replaced with the actual username, such asjdoe.

Special Notes

The screenshots provided in this guide are for informational purposes. Screen content and
feature availability may vary based on individual environments and access permissions.
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1 Il ntroduction

The North Carolina Identity Management Service d Next Generation ( NCID is the standard
identity and access management platform provided by the Department of Informatio n
Technology. NCIDis a Web-based application that provides a secure environment for state
agency, local gover nment, business andindividual users to log in and gain access to real-time
resources, such as customerbased applications.

The NCIDservice provides a variety of self-service features that allow usersto manage their
accounts. Depending on permissions, users may perform the following actions :

* Self-register for a new account (available only to individual and business users}
#+ Update their account with new information (i.e.: telephone number, address, etc.)
¢ Reset their password

#+ Lookup their user ID

+ Managetheir challenge questions and responses

+ View the names and contact information of their delegated administrators

+ Verify that their password is synchronized across all connected systems

* Removetheir account (available only to individual and business users)

This guide will introduce you to NCIDfundamentals, provide steps to help you get you started
using NCIDand instruct you on how you can manage your account. Please note that this guide
provides instruction for all user types (State and Local government employees, and business and
individual users). Any differences that are relevant to a specific type of user  will be noted .

1.1 NCID Fundamentals

This section introduces you to the different type s of users who utilize the NCIDservice. You will
also learn how to access and log in to NCIQ and become familiar with the NCIDinterface.

1.1.1 User Types
A NClIDuser can be categorized into one of the following user types:

+ State Government Employee is a person who is currently empl oyed or assigned to work
for an agency within the State of North Carolina government.

¢ Local Government Employee is a person who is currently employed or assigned to work
for a North Carolina county , municipality or other local government organization .

+ Business Useris a person who is requesting access to the State of North Carolina
services on the behalf of a business.

+ Individual is a person who is requesting access to the State of North Carolina services as
an individual or citizen.

All users are required to have an NCIDaccount so that the person can log in to the service and
receive permissions to the appropriate resources . Additionally , depending on job responsibility

1 Business, individual and some local government employees (who do not have a delegated administrator)

may create a new user account via a self -registration service. Accounts for state and local government

employees are created by the delegated administrato r associ ated to the employeeds or g:
and/or section.
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and level of authority, state and local government employees might receive additional
permissions to hold one of the following positions:

* Delegated Administrator (DA) can administer user account s within the same
organization, division(s) and/or section(s) for which he or she has administrative rights.

#+ Application Administrator is responsible for controlling membership access to the roles
(applications) that he/she can manage . In addition, this person can promote and demote
a user account to application adm inistrator.

#* DIT Service Desk (Global Service Desk ) can unlock accounts for any NCIDuser,
including a delegated administrator. In addition, this person can reset passwords for DIT
employees only.

& Agency Service Desk Administrator can unlock accounts and reset passwords for a state
employee who is a member of the same division(s) and/or section(s) for which he or she
has administrator rights . This person cannot reset accounts for delegated
administrators .

1.1.2 Accessing and Logging In

To begin using the NCIDservice, you will need to open a Web browser and log in using your NCID
user ID and password. Recommended browsers forNCIDare: Internet Explorer 10 or higher.

Note: You must have an account to log in to NCID If you are a state/local

government employee, you will need to request an account from you delegated

administrator. If you are a non -government employee, you can create your own

account using the self-registration ser vi ce on t h ®leagdrefggion d scr een.
the Procuring an Account section on page 14 for more information.

To access and log into NCID
1. Open a Web browser and enter the following URL https://ncid.nc.gov

r ~
ﬂ‘ CNN.com - Breaking News, U.S., World, Weather, Entertainment & Video News - Windows Internet Explorer EE}E'
e

£ https:/fndd.nc.gov (N N

Elle Edit View Favorites Tools Help

Figure 1-1. Enter URL in the Address Bar
2 The oONorth Carolina Identity Management (NCI D) I

1 Note: If you cannot view all of the text or buttons on the Login screen,
your web browserds font setting may be too
reduce the font size so all of the text and graphics will fit on the
screen. To reduce the size in Internet Explorer, click on the View
menu, and select the Text Size option. Click on the desired size (i.e.:
Medium). If you have a scroll wheel on your mouse, you can hold the
ctrl key while turni ng the wheel toward yourself.

the OUser [N@MIuseflDl.el d, tvy
t he o0Pass woNGQDpassword.l d, t

3. In pe
4. I n ype |

Page9 of 45 Version19


https://ncid.nc.gov/

NQH% NCIDUser Guide
NCID !

North Carolina Identity Management (NCID)

NCID is the standard identity management and access service provided to state, local, business,
and individual users. NCID provides a high degree of security and access control to realtime
resources.

? better plac®

User ID
forgot your User ID?

Password:

forgot vour Password?

[ togin | peed Help?

To register for a new NCID account click here: Register!

This system is the proparty of the State of North Garolina and is for sutharized use only. Unautharized acoess is s violstion of federal and state law. All software, dats ransactions,
and electronic communications are subject to manitoring.

Wwwne gov

Privacy and Other Policies Contact Us

Figure 1-2 North Carolina Identity Management (NCID) Login

Click on Login.

After successfully logging in, the NCID main screen (also referred to as the
ONCI D Wel c oisxbspl&edgRieése refer to the Getting Familiar
with the NCIDInterface section on page 11 for an overview of the
applicationds interface.

o Ul

Important ! Upon logging in to NCID the system might prompt you to do
one of the following :

# Reset your password if it is past its expiration date .

Note: State and local government users, whose accounts are created
by their delegated administrator (not migrated) , will need to reset
their password and set up their challenge questions upon logging in for
the first time.

& Set up your challenge questions if this is your first time logging in to
NCID

Please refer to the Changing Your Passwordsection on page 34, or the
Managing Your Challenge Questions & Responseson page 36 for more
information.
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1.1.3 Login Screen Self-Service Features

The 0L ogenprdvides self-service tools which enable you to reset your password and to
lookup a forgotten user ID without seeking assistance from your administrator or the Service
Desk The following table provides a brief description of  these tools.

Self-Service Feature

Description

Forgot Your User ID

Forgot Your
PasswordUnlock
Account

Need Help

Register

This link e nables you to retrieve your user ID if you have
forgotten it. You will need to provide some basic
information (i.e.: first name, last name) to retrieve the user
ID. Please refer to the Using Forgot Your Use ID section on
page 25 for instruction on how to use this feature.

This link allows you to reset your password You may reset
your password if you have not recently changedit? You
will need to successfully answer five (5) of your challenge
questions before you can create a new password and log in.
Please refer to the Using Forgot Your Passwordsection on
page 26 for instruction on how to use this feature.

This link allows you to access support resources.

This link allows you to self -register for a NCIDaccount.3

1.1.4 Getting Familiar with the Interface

After logging in to NCID you will be greeted with the main screen. This screen displays a
welcome message and offers some quick tips to help you get started. The following figure
illustrates an example of the screen, and highlights its main components.

2 Currently a password must be used for 3 days before it can be changed by the user.

3 New user accounts for businesses, individuals and local government employees (who do not have a
delegated administrator) are created via the self -registration service. Accounts for state and local
government employees are created by the delegated

organization and/or division.
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Welcome Grace Identity Self-Service «— A Logout  Help
INFORMATION a

Update My Account -

View  adinistztors Welcome to the North Carolina ID System

NCID Welcome Page
[ ¥our North Carolins 1T (NCID) is the key to resources offered by the State of Norh Carolina as well ss those offered by some lecal govemments and school districts
ur NCID:

PASSWORD MANAGEMENT gz [| [Her===some

Password Sync Status « After clicking the "Identity Self-Senvice” tab, you'll find links on the left side for tasks you can perform such as:
Viewing and Updating your personal profile

Reviewing Application Access under "My Account”

Re-setting your password through password self-serice
ng the "Wark Dashboard” tab gives you a summary of your NCID including

To request additional access, click the "Make a Process Request” button

To see the status of previous requests. open the "Request Status” area

If you are an approver, the ‘Task Notifications” area shaws tasks awaiting your action
C/ o You may need to click "Refresh” in the areas mentioned above to see the most current information.

DIRECTORY MANAGEMENT 2

Remove My Account

e

+ Clicl

0ooZooo

Thank you for using the NCID System

Change Your Password

/ Change Password
D - This link will open a new window in which you may change your password. Once that is completed you will be logged out of NCID.

Manage Your Challenge Questions

Wanage Challenge Questions
- This link will open a new window in which you may modify your challenge questions and responses.

Figure 1-3. NCIDMain Screen

The screen is separated into the following sections ( screen content and feature availability will
vary based on your job responsibility and access permissions):

A The tabs section organizes information and applicati on features. To switch to a
different tab, click on the one you want to see.

# |dentity Self -Service tab provides self-service tools to allow you to
conveniently manage your own account.

* Work Dashboard tab is generally used by administrators for managing
user accounts.

B  The menu displays a list of actions that you can perform depending upon your access
permissions. Actions are listed by category:

+ [nformation Management provides links to help you update y our
account details, view your administrator(s) contact information and
to return you to the main screen.

¢ Password Managementprovides a link to check if your password has
been synchronized across connected systems.

¢ Directory Management provides a link to let individual and business
account holders archive their account.

C The right-side of the screen displays the details for the action you selected.

D This section features self-service tools to help you change (reset) your NCIDpassword
and manage your challenge questions and responses.

1.2 Getting Help

The Help ==» link, located at the top right corner of the screen, provides access to the most
current versions of NCIDdocumentation and training material.
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1.3 Logging Out

You may be automatically logged outof NCIDaf t er exceedi

ng the state policy
requirement. You can also log out manually.

To log out of NCID
1. Click on the Logout Logout [ink located at the top -right section of your
screen.

Welcome John [STETUE SN Work Dashboard  Roles and Resources / Help
INFORMATION A

MANAGEMENT

Update My Account =
Ve My ciminisrtors Welcome to the North Carolina ID System
NCID Welcome Page

Password Sync Status « After clicking the “Identity Self-Senice” tab. you'll find links on the left side for tasks you can perform such as:
o Viewing and Updating your personal profile
DIRECTORY MANAGEMENT A

& Reviewing Application Access under "My Account”
Archive Employee Account o Re-setting your password through password selfsenice

« Clicking the "Work Dashboard” tab gives you a summary of your NCID including
Create Employee Account © To request additional access, click the "Make a Process Request” button
Deactivate Employee Account o To see the status of previous requests, open the "Request Status” area

o ff you are an approver, the "Task Notifications” area shows tasks awaiting your action

Reacivate Empioyee Account o You may need to click "Refresh” in the areas mentioned above to see the most cument information.
Reset Employee Password
Unlock Employee Account Thank you for using the NCID System

Update Employee Account

Password Self Service
Change Password

- This link will open a new window in which you may change your password. Once that is completed you will be logged out of NCID

Manage your Challenge Questions and Responses
Challenge Questions
- This link will open a new window in Wwhich you may modify your challenge questions and responses

Figure1-4. Cl i ck oLogout 6
s

2. The ONCI D Logoutodé screen i

daves pl ayed and indiceé
successfully logged out of NCID.

]

North Carolina Identity Management (NCID)

NCID Logout

You have successfully logged out of NCID. Please close your browser to prevent any possible
unauthorized access to your account

1008888880808 80800088088800088808800008
Figure 1-5. NCID Logout Confirmation Message

3. Close your browser window to prevent any possible unauthorized access to
your account.
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2 Procuahnhngccount

The method for procuring an account is different for a state/local government employee and a
business/individual user. Please refer to the appropriate subsection for step-by-step instruction
on how you can obtain a NCIDaccount.

2.1 State and Local Government Employees

If you are a state or local government employee, you will need to contact your delegated
administrator to cr eate an account for you.

2.1.1 Requesting an Account from Your Delegated Administrator

If you do not know the name of your delegated administrator, you may look up his or her contact
information by clicking on the ONCID Administratorsé links on the NCID home page:
https://www.ncid.its.state.nc.us/

You may also find your administr adReadisbnicenthd act i nf or m
NCID Login screen:https://ncid.nc.gov_. As you advance through the Self&Registration screens,

the system advisesyou that you cannot self -register for an account, and you will need to contact

your delegated administrator to help you create an accountin  NCID Click on the Contact List of

DAslink to view the contact information for your administrator.

2.1.2 Setting Up Your New Account

Your delegated administrator will notify you when your account is created, and pr ovide you with
your User ID and a temporary password. You will need activate your account by logging in to
NCID using these credentials and then create a password and set up your challenge questions
and responses. Note that your account will be removed fr om the system if you do not claim it
(set up) within 14 days of it being created.

To set up your new account:

1. Loginto NCID (https://ncid.nc.gov ) using the User ID and temporary
password given to you by your delegated administrator .

2. A message alerts you that your [temporary] password has expired and you
must change it. Click on Change Password to continue.

North Carolina Identity Management (NCID)

NCID is the standard identity management and access service provided to state, local, business,
and individual users. NCID provides a high degree of security and access control to real-time
resources.

Your password has expired, and you must change it now. Please click on "Change Password" to proceed.

Change Password

P08 0008008800880 080808080800808008080808008008808080000000000000

Figure 2-1. Temporary Password Expiration Message
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3. The setup security questions and answers screen is displayed, and prompts
you to set up five (5) challenge questions. These questions will be asked if
you need to reset your password or unlock your account. Select a question
from each dropdown menu, and enter an answer in the field next to the
guestion.

Important!
# Challenge responses are not casesensitive; however, the system will
match every character (including punctuation) that you specify i n
your response(s).
Provide answers that are brief, easy to remember and are things that
others wondt know about you.
For security purposes, do not write down your answers .

If you forget your password or lock your account, you can access your account by answering your
securnity questions.

Please choose your questions and answers that can be used to verify your identity in case you forget

your password or lock your account. Because the answers to these questions can be used to access
'your account, be sure to supply answers that are not easy for others to guess or discover.

Please type your security answers

I — Flease select a question item from the list — |Z|

°|

I — Please select a question item from the list — Izl

°|

I — Please select a question item from the list —

°|

I — Please select a question item from the list —

o

I — Please select a question item from the list —

°|

Figure 2-2. Setup Your Challenge Questions

4. Click on Save Answers to continue.
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Figure 2-3. Setup Your Challenge Questions Complete

5, The o0Change Passwordé screen is di
Passwordo f ipeel d,t £LonfirmmPeetswwor do f i e

9 Note: The screen indicates whether the password complies with the
Stateds password policy.

Important!
& Passwords are casesensitive.

+ The following characters cannot be used: Forward Slash (/),
Backward Slash{), Doubl e Quotation (0), Si

Reverse Quotation (") and Plus (+). Additionally, a password cannot
contain spaces.

gl e

Your password has expired. You must set a new password now.

Please change your password. Keep your new password secure. After you type your new password, dlick the
Change Password button. Your new meetthe following

+ Password is case sensitive
* Must be atleast & characters lang
« Must notinclude part of your name or usemame
« Can be changed no more often then once every 3 days.
+ Must have at least 4 types of the following characters
 Uppercase (A-7)
© Lowercase (a-z)
© Number (0-8)
= Symbol (, #,§, etc)
o Other language characters notlisted above

+ New password may not have been used previously.

Please change your password

Please type your new password
New Password a

Confirm Password

[

Figure 2-4. Enter New Password
6. Click on Change Password
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7. A message informs you that your password has been successfully updated and
asks you to wait a few seconds while your existing password is synchronized
across connected systems.

Your password has been changed successfully

Figure 2-5. Password Synchraization in Progress

8. You will be taken to the NCID logout screen. For security reasons it is
recommended that you close this browser window.

1 Note: You will receive email notification that your challenge
guestions/responses have been updated.

North Carolina Identity Management (NCID)

NCID Logout

You have successfully logged out of NCID. Please close your browser to prewvent any pessible
unauthorized access to your account.

+ 808P 0 0 8000 8088008080800800800000000000000
Figure 2-6. 0 NCI D Logout d Screen
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2.2 Individual and Business Users

If you are an individual, business useror a local government employee without a delegated
administrator you can create your account by usingthe Register| i nk on the OLogind scr e

During the self-registering process, you will need to provide some basic information (i.e.: first
name, last name), create a password and set up your challenge questions/responses. Upon
creating the account, you will receive an email containing an activation URLIink. You must click
on the URL to activate the account. If the account is not activated within 3 days,t  he system will
automatically delete the account.

Important! If you do not receive the email in your Inbox within a few
minutes, please verify that the message was not marked as spam and sent
to the Junk Email folder. If this happens, please move the message to the
Inbox so you can validate your account.

To ensure that NCID messageswill always be delivered to your Inbox, please
verify that your email client and email provider are set up to accept

messages fromncid.notifications@nc.qov prior to completing self-
registration .

Note: Accounts that are self -registered will not be vetted or approved and will
not be managed by an administrator. Self -service tools are available to help you
manage your account, for example, updating your account with new information,
resetting your password and archiving your account. Please refer to the
Managing Your Account section on page 24 for information on how you can
service your account.

2.2.1 Self-Registering for an Account

The self-registration steps are similar for each type of user; however, there are some
differences. This section provides step -by-step instruction for creating a businessaccount, and
highlights the differences for creating a user and local government account.

To self-register for an account:
1. Open a Web browser andenter the following URL https://ncid.nc.gov
2 The oONorth Carolina Identity Management (NCI D)
Click on the Register link to begin the self -registration.
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North Carolina Identity Management (NCID)

NCID is the standard identity management and access service provided to state, local,
business, and individual users. NCID provides a high degree of security and access control to

real-time resources.

UserID:
forgot your User ID?

Password:
forgot your Passwordiunlock Account?

[ Gegin | eedHelp?

REMINDER: Bookmarking this page can lead to error messages or denied access tgour application or service

To register for a new NCID account click her : Registe

This is & govemment computer system and is the property of the State of Nerth Carclina. This system may contain U.5. Government informaticn, which is restricted to authorized users ONLY.
Unsuthorized scoess, use, misuse, or modification of this computer system r of the data contained herein or in transit ta/from this system may subject the individual to sdministrative
disciplinary actions, aiminal and civil penalties. Users have no expediation of privacy. This system and squipment are subjedt to menitoring to ensure proper performance of applicable security
features or procedures. Such monitoring may result in the acquisition, recording, and analysis of all dats being i i ar stored in this system by a user. If
monitering revesls possible evidence of ariminal activity, such evidence may be provided to Lew Enforcement Personnel. ANYONE USING THIS SYSTEM EXFRESSLY CONSENTS TO SUCH

MOMITCRING
O 5 Privacy and Other Palicies Contact Us

Figure 2-7. Click oRegister¢ to Create New Account

3. The ONCI D Registrat i.dickonthe oneefthei s di spl ayed

following selections:
State Government Employee

»

# |ocal Government Employee

# Business Usef(this is the one selected for the following inforamtion)
¢ Individual

North Carolina Identity Management (NCID)

New User Registration

Please indicate your user type from one of the following categories:

Individual Request access to the State of North Carolina services as an individual or citizen.

Business Request access to the State of North Carolina services on the behalf of a business.

State Employee

(T Wl IR = TG Currently employed or assigned to work for a North Carolina county or municipality.

Currently employed or assigned to work for an agency within the State of North Carolina government.

This system is the property of the State of North Carolina and is for authorized use only. Unauthorized scoess is a violstion of federal and state law All software, data kansactions. and electronic
communications are subject to monitoring

Contact Us

3

Privacy and Other Policies

WWWIe gov

Figure2-8. Sel ect oUser Typebd
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Please complete the verification process. This process helps to protect your account fram abuse.

D I'm not a robot

Figure 2-9. Verify using reCAPTCHA

4. The registration form for the account type you sele cted on the previous
screen is displayed. The following figure illustrates an example of a
OBusiness Accountdé registration screen.

Figure 2-10. Complete Registration Form

5. The following table provides a description for each field displayed on the
registration form. 4
6

Field Required Description

4¥ This symbol denotes that the f ield is relevant only to Business and Local Government registration forms.
The field does not appear on the User registration form.
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Requested User  Yes Enter a user ID for your account. Your user ID will be
ID used along with your password to authenticate you to
NCID

Important!

Your user ID must contain 6 820 characters. If the ID
exceeds the maximum length it will be truncated to
20 characters.

User IDs are limited to the following characters:

letters (A -Z; a-z), digits (0 -9), hyphen (-) and
underscore ().
Upon creating the account, the system checks if the

user ID is available. If it is unavailable, the system
will tell you.

Prefix No Select one of the listed prefixes, if applicable.
First Name Yes Enter your first name.

Middle Initial No Enter the initial of your middle name.

Last Name Yes Enter your last name.

Suffix No Select one of the listed suffixes, if applicable.
Email Address Yes Enter an email address.

Important! A correct and current email address is

vital to both creat ing and managing an NCIDaccount.

Confirm Email Yes Re-enter the address to confirm it matches the value

Address entered in the O6Email Addr

Telephone Yes Enter your 10-digit business telephone number (ex. 999-

Telephone No Enter a telephone extension, if applicable.

Extension*

Mobile Number No Enter your 10-digit mobile telephone number. This will
be used to text messages to your phone if needed.

Street Line 1¥ Yes Enter your street address.

Street Line 2¥ No Enter any additional address details, if applicable.

City¥ Yes Enter your city name.

State* Yes Select your state.

Zip¥ Yes Enter your zip code.
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New Password Yes Enter a password. When you
Passworddé field, a tooltip
password you enter conforms to the Stated password
policy. As you type the password, the tooltip will
indicate that each policy requirement has been met.

Note: Passwords are casesensitive.

Re-enter New Yes Re-enter your password again.
Password

7. Click Continue

8. NCIDpolicy requires that you set up challenge questions and responses. The
guestions and your responsesare used to verify your identity when you need
to manage your NCIDpassword.

Figure 2-11. Account Successfully Created Message

9. The following message confirms that the account was successfully created,
and informs you that an email has been sent to the email address you
provided during registration. You will need to follow the instructions in the
email to enable the account.

10. The following figure provides an example of the email. The message informs
you that an account request was created and it is associated to the email
address you provided during registration . It indicates that the account was
requested by you, and shows your user ID. You will need to click on the URL
to validate the accountin NCID The account will be deleted if you do not

validate it within 3 days.

Figure 2-12. Account Creation Email Notification

11. Upon clicking on the URL, another message is displayed and states that your
account has been created. You will also receive an email indicating the date
and time that your account was confirmed.
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